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Abstract In recent years, developments of visual perception techniques based on deep learning have significantly
promoted the prosperity of autonomous driving in Internet of vehicles scenarios. However, frequent security issues
of autonomous driving systems have raised concerns about the future of autonomous driving. Since the behaviors of
deep learning systems lack interpretability, testing the robustness of autonomous driving systems based on deep
learning is challenging. The existing efforts on security testing for autonomous driving have limitations in scene
description, security defect detection, and defect interpretation. Aiming at testing the security of the visual perception
module of autonomous driving, we design and implement a scene-driven security testing system. Our work
proposes a flexible scene description method that balances authenticity and richness. We utilize the real-time
rendering engine to generate scenes for autonomous driving security testing. We design an efficient scene search
algorithm for nonlinear systems that dynamically schedules search plans based on the testing feedback. We also
design a failure analyzer to profile the cause of security issues automatically. We reproduce the latest dynamic
automatic driving testing system, which is based on the real-time rendering engine, and test the CILRS system and
CIL system with our system and the SOTA system. The experimental results show that our work's failure discovery
rate is 1.4 times that of the SOTA scene-driven dynamic testing system in the same amount of time. Further
experiments show that our system can find 1,939 and 1,671 scenes through 3,000 dynamically-searched scenes,
respectively, which cause security issues in the CIL and CILRS system's visual perception module. The searched
scenes are in three environments: the fields, the country, and the city, the average search time for each failure-causing
scene is 16.86s. Our analyzer determined from a statistical perspective that the areas where the CILRS system is
prone to cause failures are on both sides of the road, and rainy weather and red or yellow objects are more likely to
lead to failures.
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TR 2. BLRRIEDEE.

BN: AR T NATRR s Ea , BUEE
PEE AT wy, RVERELS , HEOHEFHA

EYRGE m, LIS b QIR ¢ ¢
s JERH I R RS R R,
D W w5 < m(P(w)); #HIaHIEE L

P/
@ while o(a,a)==1
weights < [];
for object in w
if BB object 2= 520 2 BE X
continue;
end if
w'<«— w—object ;
B SR 5%/
a'<—m(g(w'))
weights < ¥ do(a',a)/ da' IINFF;

end for
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@  object < B weights HH—MERK
I TCL ) object ;

@) R <« object MNSEEIFR s

w <« w—object ;

®  a<m(p(w):

end while

@) return R.
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MIERD Y PE Unreal Engine 4.24 5| % f1 CARLA 0.9.11,
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Fig.4 Three environments
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SR EEA IR 28 Bl A4 ¥ Tesla Model 3 1 Al
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Fig.5 The image captured by the on-board camera in the

country environment
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IEHU T CARLA 0.9.11 /4 Paracosm A R4t 137 5%
ARG 6 . %83, Paracosm A 2 WA B E HAKK
LA A bR, HAEAR R TAER e T 5 A
SCRALPIIR TS A R RS, (BRI ARTE e AR
EMSHOE R MAEARZ TR LY, TSR
P, ZILA Paracosm RGFIAL—FF, WL [
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Sl b B S5 A IR, VRS L 3.4 1

X T ZHOE S, HEERSPURE TRA
Bk, RO RN E —1E AR KR, R
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GUEHINE ZAE AR A T KR, 75 SRR R
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£ =0.17, e, = 0.2 5 T35 SAPLE SRR GHI1E
B SR IE 25 4y ARk 92 4k AR AT B RE
n=|x|,x~N(u=2,06=2),% n<0 H{TIELF
FE.

AL T 3 FhRAEREE, B BF, 2 AR

i, % CILRS R4l CIL REGt5 AT 1 %4t
BUABVER, 3 RO A0 32 22 DX T30 % 000 ) 2 30
Ve FEANIRL, TS 1 3072 3 22 0 _EARAL A ) ROIX
FOCH A R T s P EIE S Y, O
(25 B0 7y SO T AT BT A TN B A X A Il R ¢
AHEA RIS FIASEE R Eh AR 300 Mg Al
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Table 2 The discovery rate of security issues between

this work and the Paracosm system

#F 2 Z&AI{ES Paracosm REMZ LML

TAE MARg V5% ZM% Wi F%

AT AR CILRS 45 43 30 39.3
Paracosm CILRS 34 32 21 29

AT AR CIL 47 46 36 43
Paracosm CIL 29 43 18 30

EIRSIG SRR, A TAEAEW B 2R R
3 AMREMEFRAEL 300 I R, 224z 1) R I
AE I EAL T B3 B RS Paracosm. % 1A K
B ATAEEMA RS L2 4 A R 2
Paracosm ] 1.4 . 524658 1, A< 28 4 i 7 I R )
SEIVARRL S-S RFN S aa i El= s k| SEIVAL N P I TR Ve

4.2 REERENEEDEAKS

FEARTFIH, XA B RGEHEAT FEAR I 2 AT
DO HERR H Al PR 3R I B2, RT3 DI
A B PR AE A IS kI 2405 4.1 AT,
BT Z e xt CIL A1 CILRS HEATSES, JRErxt
FARGEHEAT T 1000 #3777 R A 2K 2 il
PR, JRRERA TR 3 .

MEEHFATLAE ), ARSI R, e fud
JI AR AR B A R DU & O F AR & RS
M SEAX RGOS, AT CILRS HIHRRE A I
HILF T 58.4%.

Table 3 Failure rate of Autonomous Driving System

#3 BAMBRAGHOHER

Ao KRR WESAITA MESYE SR
1% 1% 1% 1%
CIL 315 62.4 61.2 65.7
CILRS 31.8 50.9 53.7 58.4

FLH CILRS HISEIR4E RS CIL Mysiings i, o)
DA IR e R & R ARG O N RIART, e
BRI SANTARE RN RO, CIL Hif
KA ET CILRS.CILRS J&7£ CARLA100 $(#E4E R
WZRI, & EFRARET A5G O T 250 R G0 i
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24T CIL.
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AT SR 3K P B A 0 B 22 96 A6 B R A /N 1 i 5 i
B & BEAT SR, ITIT 20 A7 it BIR PR EDCAEL X ST 6 45 SR )
AR
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Fig.6 The relationship between failure discovery rate and slack
limit using metamorphosis test
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2 AT 55 W 1 S T R P T ORI,
4.4 HRBEIN

AT AN PR - AN [ ) 25 BRSO E 3l
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Table 4 Testing results of autonomous driving systems

in different environments

F4_ EERRGETFEFE THMRER

SR B B85 /% Z 1% T /%
CIL 65.7 64.4 63.8
CILRS 58.4 56.7 52.0

MF 4 TTLAR R 2 NG5

D EWEF. S B 3 AR N3 T
M, Wi A 2 2 LU 1Y), SR AE— T T
FRBE T R R B IS LU /N, 5 — D7 T EMAIE 1 3K,
TR RS KR —— B 302 3 ) ROL #it
515 9 3725 B 28 55 5 53 % T i =l T B 7 00 PR
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X AR BT ZY 5y B ) @SR T R A% 4 13l 53K
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Ab, R IEHITE 2 POE T a2 B E R R B 43
YHEMENEWRGH 4 MEEER, BIVEERAT
By mZE . AR EAT RATEA R 3 54 2 i ik
P T BRIV B AT B, 3BT 11 49 Sl )
WAL A FIEAT 3 MR 03, EHE R A E
AL EHATIARRS , 37 50 AR 25 75 ZEARYE X Ik i & &
A BN B 43 AT AT SRR DUIE B ZE 2 B SE B
FOV.IUREE R S ATLLER], fEAF S HE G
N, CILRS M &a=t5T CIL.

Table 5 Testing results of the autonomous driving

system in different branches
*5 BHBRRSGRERESS X TR R
SRk EN V% HAT i) /e A
1% /% /% 1%

CIL 65.7 63.1 68.6 59.5
CILRS 58.4 51.8 51.1 47.2
4.5 CILRS B RE sttt

FEFET 2.5 1, A4 T ekl R g R B %
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BHMRRIENEE, e R EE 5 E KA )
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Fig.7 Proportion of CILRS system failure caused by the weather
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Fig.8 The key area of the CILRS driving system.
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Table 6 The entity objects and their failure rate
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Fig.9 Failure analysis example: Pedestrian in red walking on the

side of the road
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Fig.10 CILRS system output with pedestrian position changes
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Fig.11 Input and convolutional layer output of CILRS
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Table 7 Average time consumption of each module of the

testing system

#7 MRRGEERFIHRE)ERE ms
EIL LR R
K5 TANSEE  HBswk KRR TASEW #Bishik
0.181 0.852 2.705 1.087 0.260 <0.1
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